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Top Stories 

• Part of the northbound 215 Freeway in Perris, California, was closed July 15 and expected 
to be closed into July 16 after a semi-truck hit a bridge at the interchange with State Route 
74, causing a partial collapse of the bridge. - KTLA 5 Los Angeles (See item 13) 

• California water regulators approved fines July 15 of up to $500 a day for wasteful outdoor 
water use after previous conservation measures failed to achieve a targeted reduction in 
water use amid the State's continuing drought. - Associated Press (See item 18) 

• The University of Louisiana at Lafayette evacuated its campus and cancelled all classes 
and events July 16 due to a bomb threat investigation in which police found two suspicious 
devices. - Lafayette Daily Advertiser (See item 20) 

• Oracle released its Critical Patch Update for July, which includes patches for 113 security 
vulnerabilities in various Oracle products, including 20 remotely exploitable vulnerabilities 
in Java. - Securityweek (See item 26) 
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Energy Sector 



1. July 16, Batavia Daily News - (New York) Perry man dies from injuries suffered 
during burglary attempt at NYSEG substation. The New York State Electric and 
Gas Corporation substation in Perry suffered nearly $100,000 in damages and 
continued repairs July 15 after two men attempted to burglarize the substation July 10. 
One man died from injuries sustained during the incident while the other was arrested 
and charged. 

Source: http://www.thedailvnewsonline.com/news/article 947043 16-0c37-lle4-b5d5- 
0019bb2963f4.html 

2. July 15, San Antonio Business Journal - (Texas) State of Texas spent $14.3 million 
plugging and cleaning up abandoned oil wells. The Texas Railroad Commission, 
overseeing oil and gas activity in the State, plugged 428 abandoned wells and 
conducted 117 site remediation and cleanup projects in its current fiscal year ending 
August 31, spending $14.3 million. 

Source: http://www.bizioumals.com/sanantonio/blog/eagle-ford-shale- 
insight/2014/07/state-of-texas-spent- 14-3-million-plugging-and.html 

For another story, see item 23 
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Chemical Industry Sector 

3. July 15, Associated Press - (West Virginia) Tank demolition starts at chemical spill 
site. West Virginia Department of Environmental Protection officials stated that a 
contractor started the demolition process July 15 by cutting 10 steel storage tanks at 
Freedom Industries’ Charleston facility, the site of a January 9 chemical spill that 
contaminated the water supply of 300,000 individuals. Demolition was delayed several 
times due to various issues, including asbestos concerns, but officials stated work 
should be complete in 2 to 4 weeks. 

Source: http://www.register-herald.com/latestnews/xl736713377/Tank-demolition- 
starts-at-chemical-spill-site 

For additional stories, see items IT and 17 
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Nuclear Reactors, Materials, and Waste Sector 

4. July 15, Columbia The State - (South Carolina) Leak sparks shutdown of SC nuclear 
power plant. The V.C. Summer nuclear power plant in Fairfield County, South 
Carolina, was shut down July 15 after its operators found water leaking from a 
pressurizer safety valve. The plant was expected to be offline for up to 14 days in order 
to repair the leak and restart the reactor. 

Source: http://www.thestate.com/2014/07/15/3565904/leak-sparks-shutdown-of- 
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atomic.html 
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Critical Manufacturing Sector 

5. July 16, Associated Press - (International) BMW recalls 1.6M 3-Series cars for air 
bag problem. BMW announced that it is recalling 1.6 million model year 2000-2006 
3-Series vehicles, including 574,000 in the U.S., due to faulty airbag inflators 
manufactured by Takata. The airbag inflators could rupture during deployment and 
create shrapnel. 

Source: http://www.wlns.com/story/26031860/bmw-recalls-16m-3-series-cars-for-air- 
bag-problem 

6. July 15, U.S. Department of Labor - (Illinois) US Department of Labor OSHA 
violations issued for repeatedly exposing workers to amputation hazards at Illinois 
storage system manufacturer. The Occupational Safety and Health Administration 
cited Interlake Mecalux Inc., with two repeat and two serious violations at the 
company's Pontiac, Illinois facility for exposing workers to amputation hazards. 
Proposed fines totaled $47,520 and were the second set of citations issued to the 
company in 2014. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=26358 

[ Return to top ] 



Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 

7. July 16, Pacific News Center - (Guam) All Bank of Guam branches evacuated for a 
few hours this morning following bomb threat. All branches of the Bank of Guam 
were evacuated for over an hour July 16 after a bomb threat was phoned in. No 
explosive devices were found, and the threats followed bomb threats targeting court 
buildings on the island the week of July 7. 

Source: 

http://www.pacificnewscenter.com/index.php?option=com content&view=article&id= 
46948:all-bank-of-guam-branches-evacuated-for-a-few-hours-this-moming-following- 
bomb-threat 

8. July 15, Wilmington News Journal - (Delaware) Ex-Wilmington Trust loan exec 
indicted for fraud. A former Wilmington Trust lender was indicted July 15 for 
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allegedly engaging in a self-dealing arrangement with a Delaware home builder, using 
his position at the bank to authorize over $50 million in draws on existing loans to the 
builder and over $15 million in new loans. 

Source: http://www.delawareonline.com/storv/news/crime/2014/Q7/15/ex-wilmington- 
trust-loan-exec-indicted-bank-fraud-housing-loan-probe/1271 1287/ 

9. July 15, WHIO 7 Dayton - (Ohio) FBI offering reward for 'Buckeye Bandit' bank 

robber. The FBI offered a reward for information relating to a suspect known as the 
"Buckeye Bandit", believed to be responsible for at least 16 bank robberies in the 
Columbus area, as well as 3 robberies at a pharmacy. The most recent bank robbery 
linked to the suspect occurred July 9 at a SMART Federal Credit Union branch in 
Columbus. 

Source: http://www.whio.com/news/news/crime-law/fbi-offering-reward-buckeye- 
bandit-bank-robber/nggNm/ 

10. July 15, Orange County Register - (California) Anaheim police seek 'Quad Bandit' 
in bank robberies. Authorities believe that the man who robbed an Opus Bank branch 
July 15 in Anaheim may be the suspect known as the "Quad Bandit" who is thought 
responsible for bank robberies and attempted bank robberies in Buena Park, La Habra, 
and Cerritos. 

Source: http://www.ocregister.com/articles/quad-628985-bank-anaheim.html 
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Transportation Systems Sector 

11. July 16, Lihue Garden Island - (Hawaii) Chemical spill closes Kuhio Highway. A tie- 
down strap on a semi-truck carrying hypochlorite solution for BEI Hawaii broke and at 
least 330 gallons of the water treatment agent spilled from 2 containers onto and along 
the Kuhio Highway in Kapaia July 16. The roadway was closed for about 2 hours while 
HAZMAT crews contained and neutralized the spill. 

Source: http://thegardenisland.com/news/local/chemical-spill-closes-kuhio- 
highway/article 3c62422c-0cba-lle4-a42f-0019bb2963f4.html 

12. July 16, Associated Press - (Georgia) Casino boat with 123 people aboard stuck on 
rocks. The Escapade, a casino boat with 96 passengers and 27 crewmembers was 
stranded for several hours Julyl5-16 when it ran aground on rocks near Tybee Island. 
No injuries were reported and Coast Guard crews were awaiting high tide to tow the 
ship or remove the passengers from the ship. 

Source: http://www.foxnews.com/us/2014/07/16/casino-boat-with- 123-people-aboard- 
stuck- on-rocks/ 

13. July 15, KTLA 5 Los Angeles - (California) Traffic snarled after big rig crash causes 
bridge collapse on 215 freeway. Part of the northbound 215 Freeway in Perris was 
closed July 15 and expected to be closed into July 16 after a semi-truck hit a bridge at 
the interchange with State Route 74, causing a partial collapse of the bridge. 
Southbound lanes were also closed for a time during the repair work. 
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Source: http://ktla.com/2014/07/15/215-freewav-partially-shut-down-in-perris-after- 
big-rig-crashes-into-bridge/ 

14. July 15, Los Angeles Times - (California) 91 Freeway shooting in Anaheim: Father 
killed, motive unknown. A portion of the westbound 91 Freeway in Anaheim was 
closed for several hours July 15 due to a shooting that killed one individual as 
authorities investigated the road for evidence. The victim was driving while he was 
shot and police were continuing to investigate. 

Source: http://www.latimes.com/local/lanow/la-me-ln-91-freewav-shooting-probe- 
20140715-story.html 



15. July 15, Durango Herald - (Colorado) Fatal motorcycle accident closes Red 
Mountain Pass. Traffic in both directions of Red Mountain Pass in Colorado closed 
for 3 hours July 15 due to a fatal motorcycle accident that killed one person. The 
Poncha Pass on U.S. Highway 285 was also closed July 15 into July 16 due to a 
mudslide. 

Source: http://www.durangoherald.com/article/20140715/NEWS01/140719692/- 
1/news 
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Food and Agriculture Sector 

16. July 15, KHBS 40 Fort Smith/KHOG 29 Fayetteville - (Arkansas) Restaurant linked 
to shigella outbreak ready to reopen. Officials at the Walmart in Bentonville notified 
employees that Salsarita’s, a restaurant operated by Eurest and located inside the 
Walmart Home Office Cafe, will reopen July 16 following a shigella outbreak that 
sickened 275 people and spread to 9 States. Benton County health officials reported 
that no violations were found in the kitchen while company officials stated that Eurest 
will hire a quality assurance manager and retrain staff on safety protocols. 

Source: http://www.4029tv.com/news/restaurant-linked-to-shigella-outbreak-ready-to- 
reopen/26969576 

17. July 15, U.S. Environmental Protection Agency - (Georgia) Zep Inc. pays $905,000 
for alleged violations of the Federal Insecticide, Fungicide, and Rodenticide Act. 
The Ef.S. Environmental Protection Agency announced July 15 that Zep Inc., agreed to 
pay $905,000 to resolve allegations that the Atlanta-based company failed to comply 
with federal regulations, including the requirement to obtain a supplemental 
distribution agreement during the sale and distribution of the unregistered and 
misbranded pesticide, “Formula 165.” Zep Inc., has since obtained the necessary 
certifications required under the Federal Insecticide, Fungicide, and Rodenticide Act. 
Source: 

http://vosemite.epa.gov/opa/admpress.nsf/596el7d7cac720848525781f0043629e/0f6ff 

6f0ae6af20085257dl600665e3b 
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Water and Wastewater Systems Sector 



18. July 15, Associated Press - (California) California approves fines for water wasters. 
California water regulators approved fines July 15 of up to $500 a day for wasteful 
outdoor watering after previous conservation measures failed to achieve a targeted 
reduction in water use amid the State's continuing drought. The new regulation will 
begin to take place in early August. 

Source: http://news.msn.com/us/california-approves-fines-for-water-wasters 

19. July 15, U.S. Environmental Protection Agency - (Alabama) Settlement with Dothan, 
Ala., resolves city’s Clean Water Act violations. The U.S. Environmental Protection 
Agency, along with the U.S. Department of Justice and State agencies announced July 
15 that the City of Dothan in Alabama will pay a $264,000 penalty addressing 
violations of the Clean Water Act after the city was cited for unauthorized overflows of 
untreated raw sewage among other permit violations. 

Source: 

http://vosemite.epa.gOv/opa/admpress.nsf/0/E65AE397F5A66DCB85257D16007258B 

5 
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Healthcare and Public Health Sector 

Nothing to report 
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Government Facilities Sector 

20. July 16, Lafayette Daily Advertiser - (Louisiana) Search continues for possible 
explosives on UL campus. The University of Louisiana at Lafayette evacuated its 
campus and cancelled all classes and events July 16 due to a bomb threat that was 
called into a local news station. Police conducted a search of the campus and found two 
suspicious devices, while residents were taken off-campus and two nearby businesses 
were also evacuated. 

Source: http://www.theadvertiser.com/story/news/local/2014/07/16/ul-evacuated-due- 
bomb-threat/12722833/?sf28594632 

21. July 16, WTVT 13 Tampa - (Florida) Investigation continues after Largo hazmat 
scare. Authorities are investigating after the Mary Grizzle State Office Building in 
Largo, Florida, was evacuated July 15 when a substance caused respiratory issues for 
eight people. Firefighters shut off the air conditioning while three of the sickened 
individuals were sent to area hospitals and the remaining five were treated onsite. 
Source: http://www.mvfoxtampabav.com/story/26026391/largo-office-building- 
evacuated 

22. July 15, Associated Press - (Minnesota) Fort Snelling State Park to reopen after 
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flooding. Fort Snelling State Park in St. Paul will reopen July 16 after the beach was 
groomed and water was tested since its closing June 22 due to damage caused by 
flooding, the Minnesota Department of Natural Resources announced July 15. 

Source: http://wion.com/fort-snelling-state-park-to-reopen-after-flooding/ 

23. July 15, Los Angeles Daily News - (California) Powerhouse Fire started after DWP 
crews re-energized tripped circuit twice, report says. The U S. Forest Service 
released a report July 15 into the 2013 Powerhouse Fire concluding that Los Angeles 
Department of Water and Power crews re-energized a tripped circuit twice in the area 
where the fire started. Experts are inspecting the utility’s equipment to determine if it 
contributed to the fire that burned over 30,000 acres and 24 homes near Santa Clarita. 
Source: http://www.dailvnews.com/general-news/20140715/powerhouse-fire-started- 
after-dwp-crews-re-energized-tripped-circuit-twice-report-savs 

24. July 15, Wilmington News Journal - (Delaware) 4 kids hospitalized after Greenville 
bus crash. An accident between a car and a school bus in Greenville, Delaware, caused 
four students to be transported to an area hospital with injuries July 15. 

Source: http://www.delawareonline.com/story/news/traffic/2014/07/15/occupied- 
school-bus-involved-greenville-crash/ 12682019/ 

25. July 15, Reuters - (Utah) Two former Utah attorneys general arrested for 

corruption. Two former Utah attorneys general were arrested by FBI agents in Salt 
Lake City July 15 and charged with felonies after a 2-year investigation into claims of 
bribery and corruption. The pair is accused of taking bribes or offering protection when 
political campaign donors ran into trouble, as well as establishing a pay-to-play culture 
in office. 

Source: http://news.msn.com/crime-iustice/two-former-utah-attornevs-general-arrested- 
for-corruption 

For additional stories, see items 7 and 19 
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Emergency Services Sector 

Nothing to report 
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Information Technology Sector 

26. July 16, Securityweek - (International) Oracle patches 13 vulnerabilities, including 
20 in Java. Oracle released its Critical Patch Update for July, which includes patches 
for 113 security vulnerabilities in various Oracle products, including 20 vulnerabilities 
in Java SE. The 20 vulnerabilities in Java can all be remotely exploited without 
authentication and users were advised to apply the updates as soon as possible. 

Source: http://www.securityweek.com/oracle-patches-113-vulnerabilities-including-20- 



-7 - 



WA 

27. July 16, Softpedia - (International) vBulletin exploitable through SQL injection. 
Members of the Romanian Security Team group identified and reported an SQL 
injection vulnerability in vBulletin which could be used by attackers to gain access to a 
forum's administration panel and databases. The group reported the vulnerability to the 
developers of vBulletin and stated that they would disclose the full details of the issue 
once a fix is released. 

Source: http://news.softpedia.com/news/vBulletin-Exploitable-Through-SQL-Iniection- 
450894.shtml 



28. July 16, Securityweek - (International) OpenBSD downplays PRNG vulnerability in 
LibreSSL. A researcher with Opsmate reported finding a flaw in the pseudorandom 
number generator (PRNG) in LibreSSL for Linux. Representatives of the OpenBSD 
Project confirmed that the issue exists but stated that the now-fixed problem was 
unlikely to be exploitable in real world conditions. 

Source: http://www.securitvweek.com/openbsd-downplavs-pmg-vulnerabilitv-libressl 

Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 
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Communications Sector 

Nothing to report 
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Commercial Facilities Sector 

29. July 15, Las Vegas Review-Journal - (Nevada) Man wounded in Fashion Show 
shooting. Police are searching for a gunman who opened fire during an altercation 
inside a food court of the Lashion Show Mall in Las Vegas July 15. One person was 
injured and a portion of the mall was locked down for about 1 hour following the 
shooting. 

Source: http://www.reviewioumal.com/news/las-vegas/man-wounded-fashion-show- 
shooting 

30. July 15, Monterey County Herald - (California) Explosive device detonates in Pacific 
Grove. An explosive device detonated in a parking lot outside EnviroTemp Heating 
and Cooling in Pacific Grove July 12, shattering windows and breaking light fixtures 
inside the business. Authorities recovered a homemade, mortar-like device as evidence 
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and continue to investigate the incident. 

Source: http://www.montereyherald.com/localnews/ci 26147440/explosive-device- 
detonates-pacific-grove 

31. July 14, Associated Press - (New Hampshire) More than 60 evacuated as church 
catches fire during service. A fire broke out at the Heritage Baptist Church in Nashua 
and prompted the evacuation of more than 60 people during a church service July 13. 
The cause of the fire is under investigation. 

Source: 

http://www.greenfieldreporter.com/view/story/2b87d63e62b64024b8785857a9e22d5c/ 
NH— Church-Fire 



32. July 14, WVIT 30 New Britain - (Connecticut) Crews tackle Avon apartment fire. 
Authorities are investigating the cause of a 2-alarm fire that broke out July 14 in the 
basement of the Avon Place Condominiums in Connecticut, prompting residents to 
evacuate and causing damage to dozens of units as smoke spread throughout the 
structure. 

Source: http://www.nbcconnecticut.com/news/local/avon-fire-emergency-house-first- 
responders-mutual-aid-2670545 1 1 .html 

For another story, see item 20 
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Dams Sector 

Nothing to report 
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 
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Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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